Cyber Security Manager
Job Description
	Job Title
	Cyber Security Manager

	Department
	Information Security / Technology

	Location
	Wakefield (Hybrid). You’ll be in the office two days a week, so the location must be commutable. International travel is occasionally needed.

	Reporting to
	Head of Information & Cyber Security

	Direct Reports
	2 - 4 


Role OverviewWe’re looking for an adaptable, technically strong Cyber Security Manager to join our fast-paced retail business. We run 1,100 stores, high-volume e-commerce platforms and a growing international business.
The role is a true 50/50 split:
1. Half your time is hands-on. You’ll lead cyber investigations and incident response, configure and tune our Sophos XDR and wider security tooling, look after our existing security tools and vendors, and do security engineering across our Azure and AWS environments, Microsoft estate and retail technology.
1. Half your time is posture improvement and leadership. You’ll own the vulnerability management programme, deliver fixes from penetration tests and audits, mature our security frameworks, keep us compliant, produce cyber security reporting, and lead and coach a small team of Security Analysts.
This is a technical leadership role. You’ll be expected to stay hands-on and lead by example, while building the skills and capability of your team.
Key ResponsibilitiesTechnical & Hands-On Operations (50%)Cyber Investigations & Incident Response1. Act as the technical lead during security incidents, covering containment, eradication, recovery and post-incident reviews.
1. Run cyber investigations and forensic analysis across cloud, endpoint, server, network, identity, e-commerce and store environments, through to root cause.
1. Build detection use cases and improve monitoring coverage.
1. Own the cyber security incident response plan and associated runbooks.
1. Take part in out-of-hours incident response when needed.
Security Tooling & Vendor Ownership1. Own the day-to-day technical operation and service continuity of the organisation’s cyber security platforms, ensuring that critical monitoring, detection, investigation and response capabilities remain available and effective.
1. Investigate Sophos alerts and MDR escalations and coordinate the response with internal teams and the MDR provider.
1. Maintain and support the existing cyber security tooling, technical policies and configuration across Sophos XDR/EDR/NDR, email security gateways, Firewalls, Qualys Vulnerability management and Microsoft security tools. Keep it healthy, up to date, correctly configured and fully deployed.
1. Manage email security gateway policies, including anti-phishing, anti-spoofing, quarantine handling and email authentication (SPF, DKIM and DMARC).
1. Act as the technical owner for security tooling vendors and managed security service providers. This includes service reviews, escalations, roadmap discussions and holding vendors to their service levels.
1. Lead the security onboarding of new systems, services, acquisitions, locations and international business units into the organisation’s monitoring, endpoint protection, vulnerability management and incident response capabilities.
1. Manage tool lifecycles, including upgrades, licence use, renewals input, and decommissioning tools that are redundant or overlap.
1. Check that tooling is working as intended, find coverage gaps, and recommend improvements or consolidation where they add value.
1. Keep accurate documentation, configuration records and support runbooks for all security tools.
1. Assess relevant cyber threat intelligence and convert it into actionable monitoring improvements, threat-hunting activity, control changes and stakeholder briefings.
Multi-Cloud & Microsoft Security Engineering1. Configure, manage and monitor security controls across AWS and Azure. This includes AWS Security Hub, Microsoft Defender for Cloud, IAM policies, cloud networking, logging and WAF.
1. Implement and maintain identity and Microsoft 365 security controls, including Microsoft Entra ID, Conditional Access and privileged access management.
1. Harden and secure Windows endpoints and Windows Server environments, including security baselines, patch compliance and privileged access.
1. Review cloud architectures and solution designs, and recommend secure-by-design improvements.
Infrastructure & Retail Defence1. Secure e-commerce infrastructure and the store networks and Point of Sale (POS) estate linked to our cloud environments.
1. Review Cisco Meraki firewall, network segmentation, VPN and remote access configurations with the infrastructure and network teams.
Vulnerability Engineering1. Run and validate regular vulnerability scans with Qualys across cloud, servers, endpoints, infrastructure and applications.
1. Coordinate penetration tests, including scoping, testing provider management and validating findings.
1. Fix issues directly where appropriate, for example by applying patches, hardening configurations or updating infrastructure-as-code.
Posture Improvement, Governance & Leadership (50%)Team Leadership & Coaching1. Line manage a small team of Security Analysts, including setting objectives, running one-to-ones, managing performance and supporting wellbeing.
1. Coach analysts through real investigations, incidents and engineering work so they become more technically confident and independent.
1. Build and maintain a development plan for each analyst, including training, certification paths and stretch opportunities.
1. Allocate and prioritise team workload across operations, vulnerability management and improvement activity.
1. Set clear standards for alert triage, investigation quality, documentation and escalation, and review the team’s work against them.
1. Create playbooks and run knowledge-sharing sessions to build team resilience and reduce reliance on any one person.
1. Help recruit and onboard new team members, and contribute to succession planning.
1. Encourage a collaborative, curious and accountable team culture.
Vulnerability Management Ownership1. Own the end-to-end vulnerability management programme, including its process, standards, SLAs and reporting.
1. Prioritise vulnerabilities by business risk and make sure they’re fixed on time across technology teams.
1. Track remediation performance and risk trends.
Audit & Penetration Test Remediation1. Turn findings from penetration tests, internal and external audits, Cyber Essentials Plus assessments and regulatory reviews into prioritised improvement plans.
1. Drive technology improvements and track every action from identification through to verified closure.
Cloud Security Posture Management (CSPM)1. Set and track security baselines across AWS and Azure to remove misconfigurations and shadow IT systematically.
1. Monitor compliance against those baselines and report any drift.
Framework Maturity & Compliance1. Assess and improve our security posture against ISO 27001, NIST CSF, CIS Controls and Cyber Essentials Plus.
1. Keep us continuously compliant with PCI DSS across stores, e-commerce and cloud transaction points.
1. Support compliance with UK GDPR, EU GDPR and international data privacy regulations.
Cyber Security Reporting1. Produce regular cyber security reports and dashboards for the Head of Information & Cyber Security, IT leadership and executive stakeholders.
1. Report on agreed KPIs and KRIs, including the threat landscape, incident volumes and trends, vulnerability exposure and remediation SLAs, tooling coverage, cloud posture and compliance status.
1. Write incident reports and post-incident summaries, setting out business impact, root cause and lessons learned.
1. Contribute security content for board, audit committee and governance reporting.
1. Turn technical findings into clear, business-focused insight and recommendations.
Risk & Stakeholder Management1. Maintain the cyber risk register and treatment plans.
1. Write business cases for new security technologies and capability improvements.
1. Act as a trusted security adviser to technology teams and the wider business.
Person SpecificationEssential Experience1. Cloud expertise: proven, hands-on experience securing production workloads in both AWS and Azure. This is a strict requirement for the role.
1. Investigations and incident response: a proven track record of leading cyber investigations, threat hunting and incident response.
1. Security tooling: hands-on experience with tools such as:
54. Sophos XDR / MDR (or equivalent EDR/XDR platforms)
54. Email security gateways
54. Cisco Meraki networking and firewalls
54. Qualys (or equivalent vulnerability management platforms)
54. Microsoft security, including Microsoft 365, Entra ID, Conditional Access and Defender
54. AWS Security, including Identity, Security Hub, CloudTrail, CloudWatch, GuardDuty.
54. Web & E-Commerce Protection, WAF, DDOS< Bot Mitigation, API Protection, Rate Limiting. 
1. Windows and server environments: strong technical knowledge of Windows endpoints and Windows Server, including hardening, patching and Active Directory security.
1. Tooling and vendor management: experience maintaining a security tooling estate and managing security vendors or managed service providers.
1. Vulnerability management: experience owning a vulnerability management programme and delivering fixes from penetration tests and audits.
1. Cyber security reporting: experience producing security metrics, dashboards and management reports for senior stakeholders.
1. People leadership: experience line managing, mentoring or coaching security analysts or engineers, ideally in a security operations setting.
1. Retail or multi-site experience: a history of working in a fast-paced retail, hospitality or multi-site environment, securing e-commerce platforms and distributed endpoints.
1. Compliance: operational knowledge of PCI DSS and of UK and EU GDPR as they apply to large consumer data sets.
CertificationsRelevant cyber security qualifications, such as:
1. AWS Certified Security – Specialty
1. Microsoft Certified: Azure Security Engineer Associate (AZ-500)
1. CCSP (Certified Cloud Security Professional)
1. SANS/GIAC certifications, for example GCIH, GCFA or GCIA
1. CompTIA CySA+ or Security+
Skills & Attributes1. Strong analytical, investigative and problem-solving skills.
1. A natural coach who enjoys developing others and sharing knowledge.
1. Able to give clear, constructive feedback and hold the team accountable.
1. Able to explain technical risk in business terms to senior and non-technical stakeholders.
1. Plans and delivers improvement programmes well across multiple teams.
1. Proactive, hands-on and calm under pressure.
1. Able to commute to Wakefield two days a week.
1. Participate in on-call and out of hours support for cyber security incidents and travel internationally when needed.
Success Measures1. Fewer critical and high-risk vulnerabilities, with remediation SLAs met.
1. Penetration test and audit actions delivered on time and verified as closed.
1. Incidents investigated and contained effectively, with lessons learned put into practice.
1. Fewer misconfigurations in Azure and AWS, and better compliance with security baselines.
1. Sophos and other security tooling healthy, effectively tuned and covering the estate.
1. Vendors delivering to agreed service levels, with tooling value regularly reviewed.
1. PCI DSS compliance maintained, with measurable progress against ISO 27001, NIST CSF, CIS Controls and Cyber Essentials Plus.
1. Accurate, timely and insightful cyber security reporting that supports leadership decisions.
1. A capable, engaged analyst team, shown by skills growth, certifications gained, good retention and analysts handling more investigations on their own.
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